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Executive Summary

Information is a vital asset, which is of extremely high value to the organisation, and must be protected and managed.

You must be committed to the secure transfer of personal data and the implementation of Information Governance. This procedure and guideline document is to ensure the safe transfer of personal information.

1.
Introduction

Personal information may be transferred either in paper or electronic format using a variety of mechanisms including in person, by email, external/internal post/courier, telephone or fax.

2.
Duties and Accountability 

All Staff have a responsibility to: 

· Adhere to this procedure and guidelines when transferring personal information and take personal responsibility for completing work in line with this procedure and guideline

· Bring to the programme managers and information governance leads attention areas of concern regarding transfer of personal information 

· Seek advice from the Information Governance Lead (IG Lead) when unsure about the most appropriate methods of transferring personal information.
3.
Requirements when transferring Personal Information

This procedure is to prevent unauthorised disclosure, modification, removal or destruction of information assets.
3.1
Secure e-mail

· Ensure that the name and e-mail address of the recipient are correct

· Ensure a suitable subject heading is used which does not include personal information

· Ensure e-mail is clearly marked as confidential and the information is minimised

· Ensure the recipient is expecting the information so that it can be acted upon without delay

· Ensure the message has been received.
3.2
Courier Services

· Authority to use courier service is obtained from appropriate level of management which can be tracked and is signed for
· Confirm the name, department and address of recipient and enter details correctly on the envelope/parcel

· Mark the envelope/parcel ‘private and confidential’ and add on return address details where this will not compromise confidentiality

· Package securely to protect the contents from being tampered with or from any physical damage likely to arise during transit e.g. a tamperproof wallet.
3.3
Removable Media
 

· Electronic personal information to be sent by post or courier, must be encrypted prior to transfer

· Processes must be in place for the appropriate disposal of information on the removable media once transfer is complete.
3.4
Fax

· Ensure that you are using the correct fax number when sending a fax

· If pre-programming numbers in your fax, ensure these numbers are tested by sending test faxes and receiving confirmation prior to their use

· If not using pre-programmed numbers check and double check that you have typed the recipients number correctly

· Use an appropriate cover sheet which should include the following:
· marked “Confidential and Urgent”

· a standard security message  

· total number of pages that are being sent

· contact details of the sender 

· Contact the intended recipient to ensure they are available and to allow them to prepare to receive the fax within an agreed timescale 
· Request that the recipient contacts you to confirm receipt or non delivery

· Print a confirmation sheet for the transmission and file appropriately in line with professional record keeping
· Once the fax has been printed, ensure that no record of this is left in the memory (check fax manual).
3.5
Transferring Personal Information out of the UK
 
 

· Due to legal obligations, seek guidance from the IG Lead.
3.6
Text
 
 
 

· No texting of personal information is permitted. If you do need to send a text message, seek guidance from the IG Lead.
3.7
Telephone (Voice)

Using telephone voice facilities to transfer personal information may include the following - discussing individuals with colleagues and speaking directly with members of the public. Any discussions involving personal information may have confidentiality implications. However, if this information is recorded in some way e.g. notes taken from a telephone conversation, messages on an answer phone, the following key points should be borne in mind:
· Teams should only use answer phones for leaving personal information after careful consideration of the security and confidentiality risks involved

· Ensure answer phone messages cannot be overheard when being played back, consideration should be given to a Safe Haven answer phone

· Personal information should only be given over the telephone to the intended recipient or their agreed representative

· The person making the call should always check whether it is convenient for the recipient to receive the information before passing it on

· The intended recipient should be asked for by name, assumptions should not be made that the person answering the phone is the intended recipient

· Ensure you can confirm the identity of the caller before releasing any personal information

· Calls should not be made where they may be overheard by unauthorised individuals when passing on or receiving personal information

· Written telephone messages from individuals should be secured when left unattended and should not be available to anyone other than the intended message recipient

· When contacting service users / staff members by telephone, consider the following:
· Organisation standards on contacting by telephone and is this appropriate?

· Whether the recipient has consented to be contacted in this way
· The use of number withheld service to ensure anonymity

4.
Equality Impact Assessment 

Equality and diversity issues have been considered in respect of this policy and it has been assessed that a full Equality Impact Assessment is not required as there will be no adverse impact on any particular group. 

5.
Policy Review and Maintenance

This procedure and guideline will be reviewed annually, or as appropriate and in response to changes to legislation or organisational policies, technology, increased risks and new vulnerabilities or in response to security incidents.
6.
Declaration
As part of the consultation process the senior management of the organisation has endorsed this policy.
Appendix A: Definitions
Approved Courier is a courier on an authorised list of trusted and reliable courier services for routine and secure courier transfers.

Bulk Transfer is defined as the transfer of electronic or paper data that is ‘batched up’ to be sent out of a location and/or organisation. 

Consent is an agreement to an action based on knowledge of what the action involves and its likely consequences. 

Information Sharing Agreements set out the basis for the secure transfer and use of personal data across traditional organisational boundaries.

Encryption is the process of converting information into a form unintelligible to anyone except holders of a specific key or password. 

Personal Information is factual information or expressions of opinion that relates to an individual who can be identified from that information or in conjunction with any other information coming into possession of the data holder. This also includes information gleaned from a professional opinion, which may rely on other information obtained. Personal information includes name, address, date of birth or any other unique identifiers such as NHS Number, Hospital Number, National Insurance Number, social care ID etc. It also includes information which, when presented in combination, may identify an individual e.g. postcode, date of birth etc. 

Removable Media is a term used to describe any kind of portable data storage device that can be connected to and removed from a computer e.g. floppy discs, CDs/DVDs, USB flash memory sticks or pens, PDAs.

Safe Haven is a location that is set up to receive and manage confidential information appropriately. It may be a post room or fax machine, or anywhere were personal information may be taken and held securely before being passed onto the appropriate recipient.


